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Introduction
On 13 May 2014 the Grand Chamber of the CJEU gave judgment in Google Spain & Google Inc v AEPD & Gonzalez Case C‑131/12. It upheld rulings of the Spanish data protection authority that an individual was entitled to have a link to personal information about him removed from Google search results. The Court held that it was not necessary for the individual to show that the information was prejudicial. The right was held to exist although the information had been and could still be lawfully published on the original website. 
The decision has generated considerable discussion in the profession and in the media, much of it expressing some concern or alarm at the idea that a person has a right to control in this way the dissemination of information about themselves which has lawfully become public, and may even continue to be lawfully published. 

One reason the decision has aroused controversy is a perception that it has profound implications for freedom of access to information via the internet. I propose to focus however on another feature of the decision which has been remarked on: its references to the “right to be forgotten”. This is novel terminology for many, describing a right which could appear unknown to English law. I shall aim to identify some key features of the rights recognised in this case; look at the extent to which English jurisprudence has recognised similar features; and identify some possible issues for the future.

The Google Spain decision

A decision under the Data Protection Directive 95/46/EC and the Charter of Fundamental Rights and Freedoms.
The facts:

	19.1.98,

9.3.98


	La Vanguardia reports auction of G’s goods under attachment for social security debts

	5.3.10
	G complains to AEPD against La Vanguardia & Google, demanding removal of info.

	30.7.10
	AEPD rejects complaint vs Vanguardia  but upholds against Google

	
	In proceedings brought by Google against AEPD & G before Audencia Nacional, stay imposed and questions referred to CJEU


The domestic decision:

La Vanguardia. The AEPD found the newspaper publication legally justified as it took place upon the order of the Ministry of Labour and Social Affairs and was intended to give maximum publicity to the auction in order to secure as many bidders as possible.
The Google companies. The AEPD  found these to be data controllers engaged in “processing” within the meaning of the Data Protection Directive and subject to European jurisdiction, and took the view (see CJEU [17])
… that it has the power to require the withdrawal of data and the prohibition of access to certain data by the operators of search engines when it considers that the locating and dissemination of the data are liable to compromise the fundamental right to data protection and the dignity of persons in the broad sense, and this would also encompass the mere wish of the person concerned that such data not be known to third parties. The AEPD considered that that obligation may be owed directly by operators of search engines, without it being necessary to erase the data or information from the website where they appear, including when retention of the information on that site is justified by a statutory provision. 
Relevant provisions:

· Directive 95/46/EC 
· Art 6 (‘Principles relating to data quality’) requires that personal data be (among other things)

· (c)   … relevant and not excessive in relation to the purposes for which they are collected and/or further processed

· (e)
kept in a form which permits identification of data subjects for no longer than is necessary for [those] purposes … Member States shall lay down appropriate safeguards for personal data stored for longer periods for historical, statistical or scientific use.

· Art 7 (‘Criteria for making data processing legitimate’) permits the processing of personal data where it is

· (k)
necessary for the purposes of the legitimate interests pursued by the controller or by the third party or parties to whom the data are disclosed, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject. 

· The Directive also requires Member States to grant or guarantee data subjects the right

· “…to obtain from the data controller …as appropriate the rectification, erasure or blocking of data the processing of which does not comply with the provisions of this Directive, in particular because of the incomplete or inaccurate nature of the data” [Art 12(b)] and

· “… to object at any time on compelling legitimate grounds relating to his particular situation to the processing of data relating to him … Where there is a justified objection, the processing … may no longer involve those data.” [Art 14(a)]

· Charter of Fundamental Rights

· Art 7

Everyone has the right to respect for his or her private and family life, home and communications.
· Art 8 

(1) Everyone has the right to the protection of personal data concerning him or her
(2) Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has been collected concerning him or her, and the right to have it rectified.”
Relevant issues

· Is the operator of a search engine amenable to demands or orders for rectification, blocking, erasure of results search including links to a website, even if no such step has been or can be taken towards the publisher of the website in question? [CJEU [62]]

· Can a data subject require the operator of a search engine to remove links to web pages published lawfully by third parties and containing true information, “on the ground that the information may be prejudicial to him or that he wishes it to be forgotten after a certain time?” [CJEU [89]
The European Court’s decision 
[100]:

“3.
Article 12(b) and subparagraph (a) of the first paragraph of Article 14 of Directive 95/46 are to be interpreted as meaning that, in order to comply with the rights laid down in those provisions and in so far as the conditions laid down by those provisions are in fact satisfied, the operator of a search engine is obliged to remove from the list of results displayed following a search made on the basis of a person’s name links to web pages, published by third parties and containing information relating to that person, also in a case where that name or information is not erased beforehand or simultaneously from those web pages, and even, as the case may be, when its publication in itself on those pages is lawful.
 4.
Article 12(b) and subparagraph (a) of the first paragraph of Article 14 of Directive 95/46 are to be interpreted as meaning that, when appraising the conditions for the application of those provisions, it should inter alia be examined whether the data subject has a right that the information in question relating to him personally should, at this point in time, no longer be linked to his name by a list of results displayed following a search made on the basis of his name, without it being necessary in order to find such a right that the inclusion of the information in question in that list causes prejudice to the data subject. As the data subject may, in the light of his fundamental rights under Articles 7 and 8 of the Charter, request that the information in question no longer be made available to the general public on account of its inclusion in such a list of results, those rights override, as a rule, not only the economic interest of the operator of the search engine but also the interest of the general public in having access to that information upon a search relating to the data subject’s name. However, that would not be the case if it appeared, for particular reasons, such as the role played by the data subject in public life, that the interference with his fundamental rights is justified by the preponderant interest of the general public in having, on account of its inclusion in the list of results, access to the information in question.”
Reasoning: issue 3
[70]
Reference in Art 12(b) to “incomplete or inaccurate … data” is non-exhaustive;  rights to rectification, blocking and erasure “may also arise from non-observance of the other conditions of lawfulness that are imposed by the directive upon the processing of personal data”

[74]
Art 7(f) of the Directive [above] necessitates “a balancing of the opposing rights and interests concerned, in the context of which account must be taken of the significance of the data subject’s rights arising from Articles 7 and 8 of the Charter”.

[80]
“… processing of personal data … by the operator of a search engine is liable to affect significantly [privacy and personal data rights] when the search ... is carried out on the basis of an individual’s name, since that processing enables … a structured overview of the information relating to that individual that can be found on the internet … and thereby to establish a more or less detailed profile of him…  Furthermore, the effect of the interference with those rights of the data subject is heightened on account of the important role played by the internet and search engines in modern society, which render the information contained in such a list of results ubiquitous …”

[81]
The “potential seriousness of the interference” means that “it is clear that it cannot be justified by merely the economic interest which the operator of such an engine has in that processing … However… legitimate interest of internet users … a fair balance should be sought in particular between that interest and the data subject’s fundamental rights under Articles 7 and 8 of the Charter  … data subject’s rights ... override, as a general rule ... the interests of internet users [but] balance may however depend, in specific cases, on the nature of the information … sensitivity … and … the interest of the public in having that information … ”

[84]
“Given the ease with which information published on a website can be replicated … and the fact that the persons responsible for its publication are not always subject to [EU] legislation, effective and complete protection of data users could not be achieved if the latter had to obtain first or in parallel the erasure of the information relating to them from the publishers of websites.”

[87]
“… the inclusion in the list of results displayed following a search made on the basis of a person’s name … is liable to constitute a more significant interference with the data subject’s fundamental right to privacy than the publication on the web page.”

Reasoning: issue 4.

[92]
Rights of blocking, etc may result from the fact that data are “inadequate, irrelevant or excessive in relation to the purposes of the processing… or that they are kept for longer than is necessary …” 

[93]
So “even initially lawful processing of accurate data may, in the course of time, become incompatible with the directive … in particular where they appear to be inadequate, irrelevant or no longer relevant, or excessive…”

[94]
Therefore, if it is found, following a request by the data subject that the inclusion of links containing true information relating to him is “at this point in time, incompatible with Article 6(1)(c) to (e) of the Directive” then “the information and links … must be erased.”

[95]
To justify processing as legitimate the ground provided for by Art 7(f) of the Directive (legitimate interests) must apply “for the entire period during which it is carried out”

[96]
Accordingly, “When appraising requests … it should in particular be examined whether the data subject has a right that the information … should no longer be linked to his name … In this connection it is not necessary … that the inclusion of the information … causes prejudice to the data subject.”

[97]
A data subject’s rights under the Charter “override, as a general rule” not only those of the search engine “but also the interest of the general public in finding that information”.

[98] 
In such a cases as this (though the issue was for the referring court), the data subject should be held to establish a right to end the linkage, having regard to “the sensitivity for the data subject’s private life of the information” and “the fact that its initial publication had taken place 16 years earlier.”
Features of the “right to be forgotten” in the Google case

Some key features of the decision (a non-exhaustive list):-
1. Data subjects’ rights to object to processing and to require blocking or erasure are not confined to data which are inaccurate or incomplete. They extend to information which is not relevant, or is excessive, or not necessary, bearing in mind the purpose(s) at issue. 

2. These rights do not depend on proof of any prejudice to the data subject. 
3. In assessing whether the erasure right exists in a particular case a fair balance must be struck between data subject’s rights and those of others, including the general public. The “legitimate interests” condition reflects this balance.

4. In striking that balance

(1) the outcome may change over time; what started as legitimate may cease to be so, because it is no longer relevant, or has become excessive, or unnecessary.
(2) Internet searches have a great potential to interfere with privacy rights by means of a detailed personal profile;

(3) there is therefore a general rule or presumption, in this context, that the data subject’s rights will override those of the search engine operator and the public generally;

Features of the domestic jurisprudence

The right to object (Art 14)

· Art 14: right to object on “compelling legitimate grounds”
· DPA s 10: right to prevent processing “likely to cause substantial damage or substantial distress … which is or would be unwarranted”, enforceable by notice and Court order.
Blocking, erasure, rectification (Art 12)
· DPA 1998: s 14 authorises court orders for such remedies if court satisfied 

· that “personal data … are inaccurate” or 

· that the data subject “has suffered damage by reason of any contravention” of the DPA “in circumstances entitling him to compensation” and that there is a substantial risk of further contravention. 

· Compensation under DPA 1998  s 13 normally requires “damage”, though this may be broader than financial loss: Vidal-Hall v Google Inc [2014] EWHC 13 (QB).
· Quinton v Peirce [2009] EWHC 912 (QB): Data in local election literature said to be factual and false; claim for rectification. Held: words not false in meaning found by court. Obiter: not necessary or proportionate to interpret DPA 1998 as providing a separate set of remedies for information neither defamatory nor malicious.
Proof of prejudice
· DPA: inaccuracy, or “damage” + risk of more, or likelihood of damage or distress which is substantial and unwarranted.

· Breach of confidence: unwanted disclosure may be sufficient detriment when personal information is at issue: Spycatcher [1990] 1 AC 109, 256 (Lord Keith).  

· Misuse of private information: no proof of harm required: see, eg, Murray v Express Newspapers [2009] Ch 481 (CA).

The ‘fair balance’

· The Directive’s Art 7 legitimate interests condition in domestic statute: DPA Sch 2 para 6(1)
· This condition reflects the Art 8/Art 10 balance required by human rights law. Murray v Express Newspapers [2007] EWHC 1908 (Ch); [2007] EMLR 22 (Patten J).

Supervening illegitimacy: the time factor
· In defamation, continuing online publication can become wrongful because

· a change in the facts makes the information false (Qadir v Associated Newspapers [2012] EWHC 2606 (QB); [2013] EMLR 15) or 

· a change in the evidential picture means continued publication is no longer reasonable in the public interest (Flood v Times Newspapers [2009] EWHC 2375 (QB); [2010] EMLR 8)

· In privacy, fact a matter was in public domain “cannot prevent resurrection from being an infringement of privacy”: R v BCC, ex p Granada [1995] EMLR 163. See also R v Chief Constable of North Wales, ex p Thorpe [1999] QB 394, Buxton LJ, A v B, C & D (2 March 2001, Mackay J).

· Issues of relevance, necessity and staleness litigated in a privacy and data protection claim against the FCO: Lord Ashcroft v Attorney-General (2003) (compromised).

Significant interference - the ‘detailed profile’ 

· A collection of information can be subject to privacy rights, even if each individual element is publicly accessible: Green Corns v Claverley Group [2005] EWHC 958(QB); [2005] EMLR 31.
Presumption in favour of the data subject
· Neither Art 8 or Art 10 has presumptive priority over the other; a parallel analysis is required with an intense focus on the specific rights at issue in the individual case: Douglas v Hello! Ltd  [2001] QB 967 (CA); In Re S (A Child) [2005] 1 AC 593.
Issues for the future

· What analogies exist with the “detailed profiles” that can be built up via Google searches, amounting to a “serious interference”?

· What is the scope for preventing processing and/or blocking? Compare Directive and DPA.

· What factors may weigh in the “legitimate interests” balance under Art 7(f) (DPA Sch 2 para 6(1))?  Other Charter rights and freedoms, eg Arts 6 (liberty and security of person) 11 (Freedom of expression and information)
· What other justifications/legitimate processing grounds may apply? “Necessary for the performance of a task carried out in the public interest or in the exercise of official authority …” (Art 7(e))?
· Extent of liability: remedies
· Erasure or blocking

· Damages or compensation?
· The proposed Data Protection Regulation

·  Art 17

· Commission proposal entitled “Right to be forgotten and to erasure”

· Parliament’s vote: enhanced “right to erasure”- data controller that made information public to take “all reasonable steps” to secure its erasure

· Art 19, right to object: processing to cease on request unless controller shows “compelling legitimate grounds” for it to continue.
